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Individually curated and peer-reviewed for quality

In addition to being modular, Learning Objects are also grouped into Collections within CLARK. Each collection has its own peer review process, is supported by its own community and fulfills different curricular needs in cybersecurity.
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What's available on
CLARK?



Module

Mod 9: Incident Response

Jun 15,2023

2571 Parent
Students learn about Incident
Response (IR) strategies, including
prevention and containment. They
also learn how to create an Incident
Response Plan.
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National Cybersecurity Training & Education Center

BROWSE COLLECTION

Featured Learning Objects

Module

Mod 2: Introduction to

Control Systems & SCAD ...
Jun 19,2023

8571 Parent
This module introduces Supervisory
Control and Data Acquisition (SCADA)
systems, Distributed Control Systems
(DCS), and Process Control Systems
(PCS), with overviews of what they
are and how they are used.

&nb ...

Module

Mod 5: Threats

Jun 15,2023

25° 1 Parent
In cybersecurity, a threatis the
potential for a negative security event
to occur. This module examines
common attacks against critical
infrastructure including hijacking,
denial-of-service attacks ...

Mod 7: Risk Assessments
Jun 19,2023

8571 Parent
This module introduces risk
assessment processes and the types
of assessments available. Students
download the Department of
Homeland Security (DHS) CSET tool
that was introduced in Module 6.
They install itand usei ...

Course

Critical Infrastructure

Security

%57 12 Children

NCyTE Center

Students will address basic security
concepts as they apply to critical
infrastructure systems. Concepts
addressed in the course will include
Industrial Control Systems (ICS), such
as Supervisory ...



& Part of the NCyTE Center collection

Critical Infrastructure Security

Last Updated 6/19/23
‘ SAVE TO LIBRARY

Course

57 Parent of Mod 1: Introduction to Critical Infrastructure + 11 more
Please verify your email to

download this Learning Object.

Description @) 62saves &2 81 downloads

Students will address basic security concepts as they apply to critical infrastructure systems. Concepts addressed in the course will include
Industrial Control Systems (ICS), such as Supervisory Control and Data Acquisition (SCADA) systems, Process Control Systems (PCS), and
Distributed Control Systems (DCS), national standards for the protection of critical infrastructure, and risk management concepts and tools for
critical infrastructure systems. Students will perform a risk assessment of a specific critical infrastructure sector using an appropriate risk

assessment framework and tools, identifying threats and vulnerabilities specific to the sector, and making appropriate recommendations for
mitigating risk.



New and Emerging
Curriculum on CLARK




‘ BROWSE COLLECTION ’

Description

The GenCyber collection believes that cybersecurity can start at any age. Funded by the National Security Agency (NSA) and National Science Foundation
(NSF), the GenCyber program achieves that goal by bringing cybersecurity content to students at the K-12 level. The program ignites, sustains, and
increases cybersecurity awareness to prepare the next generation of cybersecurity professionals.

The GenCyber collection features learning objects that help educate the next generation of cyber stars.



% Part of the GenCyber collection

CONCIENCIA DE LAS REDES SOCIALES

Last Updated 9/6/24

Authors

Loyce Pailen
University of Maryland University College

Description

Descripcion de la leccion : esta leccion presentara a los estudiantes y padres las técnicas comunes de phishing utilizadas en las redes sociales.
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tener citas y conectarse con el mundo. Luego, los estudiantes podran identificar estas técnicas de phishing utilizando el idioma de destino.



Choose Specific Guidelines or Standards

Frameworks Q Guidelines or Standards
NICE Workforce Knowledge 6 Compatible Guidelines
CAE CDE 2019
APCSP
NICE Workforce Tasks
CAE Cyber Ops Name Outcome
GenCyber-Concepts
CSTA 5 Think Like an Adversary
Cs2013
CAE Cyber Defense 6 Keep It Simple
GenCyber-Principles
CSEC .
NICE Workforce Abilities % Integnity
NICE Workforce Skills
CAE-CDE Foundational Knowledge Units 1 Defense in Depth
Cyber2yr2020
CAE Cyber Defense Knowledge Units 2020 2 Confidentiality
CAE Cyber Operations Knowledge Units 2021
DoD Cyber Workforce Framework KSATs P
4 Availability

CAE CyberAl Knowledge Units
NICE Framework (2017)

Framework

GenCyber-Concepts
GenCyber-Concepts
GenCyber-Concepts
GenCyber-Concepts
GenCyber-Concepts

GenCyber-Concepts
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Licensing
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CC BY-NC-SA 4.0 DEED

Attribution-NonCommercial-ShareAlike 4.0 International

You can share, remix, and reuse the materials for non-commercial
activities as long as it attributed back to the original creator
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Easy to use and easy to
upload!




What 1s CLARK up to?




Relevancy Review for
2018-2019 Curriculum



CLARK

www.clark.center




Stay in Touch!

General Inquiries

info@secured.team

Editorial Team

editors@secured.team

Paige Flores

paige.zaleppa@secured.team

Leah Carter

leah.carter@secured.team




