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The NICE Framework:
A tool for cybersecurity workforce 

planning and development



Workforce Framework for Cybersecurity (NICE Framework) 
NIST SP 800-181r1 (2020) | Components v1.0.0 (March 2024)

A common language to clearly share 
about what a workforce needs to know

A modular, building-blocks approach 
based on Task, Knowledge, and Skill (TKS) 
statements

Defined Work Roles and Competency 
Areas for use in:
 Career discovery
 Education and training
 Workforce planning and assessment
 Hiring and career development

www.nist.gov/nice/framework 

http://www.nist.gov/nice/framework


Value for… EMPLOYERS
• Broaden pipeline and increase diversity
• Create job descriptions and assess candidate skills
• Track and plan workforce capabilities 
• Develop employees through role-based training

LEARNERS
• Discover and plan for cybersecurity careers
• Knowledge and skills development
• Demonstrate capability and evidence competency

EDUCATORS
• Develop learning courses and programs that 

address employer needs
• Align learning experiences with the NICE Framework
• Conduct performance-based assessments

GOVERNMENT • INDUSTRY • ACADEMIA
Resource: Resources by Audience

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/playbook-workforce-frameworks
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/resources
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Resource: NICE Framework Resource Center

‣ Access Controls
‣ Artificial Intelligence 

(AI) Security
‣ Asset Management
‣ Cloud Security
‣ Communications Security
‣ Cryptography
‣ Cyber Resiliency
‣ DevSecOps
‣ Operating Systems (OS) 

Security
‣ Operational Technology 

(OT) Security
‣ Supply Chain Security

11 NEW COMPETENCY AREAS OVER 2,000 UPDATED 
TASK, KNOWLEDGE, & SKILL 

(TKS) STATEMENTS

UPDATED 
WORK ROLES & 
CATEGORIES, 
INCLUDING 
ONE NEW 
WORK ROLE!

NICE FRAMEWORK COMPONENTS V1.0.0

www.nist.gov/nice/framework

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/playbook-workforce-frameworks
https://www.nist.gov/nice/framework
https://www.nist.gov/nice/framework
http://www.nist.gov/nice/framework


Walkthrough of v1.0.0 Components



v1.0.0 Components: Content (1)

Updates reflected in the v1.0.0 Components include:

• SP 800-181 Revision 1 (structural changes, Nov. 2020)

• Abilities and K&S refactorings (Dec. 2021, Apr. 2022)

• Updates to Work Roles & WR Categories (comment period beginning April 2023)

• Updates to Competency Areas (June 2023)

• Updates to Task statements (comment period Nov. 2023)



v1.0.0 Components: Content (2)

Structural changes reflected in v1.0.0 
Components:

• Work Role Categories
o Specialty Areas

 Work Roles

 Tasks

 Knowledge

 Skills

 Abilities

• Competency Areas

2017

v1.0.0



v1.0.0 Components: Content (3)

Common changes to elements in the v1.0.0 Components:

• Updated names (“Securely Provision” Category renamed to “Design and 
Development”)

• Updated identifiers (“DD” replaces “SP”)

• Updated descriptions

New elements have also been added: 11 Competency Areas; one new Work Role; 2141 
new TKS statements.



v1.0.0 Components: Content (TKS updates 1)

Most elements of the NICE Framework have changed. E.g., TKS Statements:

2017 Retained Withdrawn New v1.0.0

Abilities 177 0 177 0 0

Tasks 1006 91 915 993 1084

Knowledge 634 15 619 625 640

Skills 377 33 344 523 556

Total 2194 139 2055 2141 2280



v1.0.0 Components: Contents (TKS updates 2)



v1.0.0 Components: Formats

The v1.0.0 Components are available in two formats:

• Excel spreadsheets (best for browsing & searching)

• JSON files (best for updating NF-enabled applications)

For each format, you’ll encounter two types of document:

• Current Components (v1.0.0): all current elements of the NICE Framework

• Mapping documents: connections between 2017 and v1.0.0 Components.

Both data formats are available on the NICE Framework Resource Center.



NICE Framework Resource Center:
New and Updated Content
• Getting Started with the NICE Framework

• NICE Framework Current Version

• NICE Framework History & Change Logs

• Revisions: Update Types, Frequency, 
and Versioning

• NICE Framework Change Requests FAQ

• NICE Framework FAQ

Resource: www.nist.gov/nice/framework

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/playbook-workforce-frameworks
http://www.nist.gov/nice/framework


Get Involved
NICE Working Groups

NICE Communities of Interest

NICE Framework Users Group

Events and Workshops

NICE Publications

Direct Feedback

Resource: Ways to Engage

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/playbook-workforce-frameworks
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/about/ways-engage


niceconference.org
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