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The Cyber Career Challenge

• Is a “realistic” challenge for a team of students to demonstrate their 
competencies in cybersecurity work roles as well as to show their 
ability to problem solve and work as a team.



Work Role Interests

• NICE Framework and the Cybersecurity Work Roles
• Cyberindustry.org
• Work Role Interest Form

• https://csusb.az1.qualtrics.com/jfe/form/SV_3sczDGAhEZwg46y

• Identify:
• 3 work roles you are interested in
• 3 tasks in each work role that you are most interested in





MeasureTask
Business 
Concept

List of items submitted
Identified three 
goods

List of items submitted
Identified three 
services

Project 
Management

Completed Chart PostedGantt Chart
Diagram is accurate -
information is correct

Visio diagram of 
network

Accurate and complete
FedRAMP System 
Security Plan

Account 
Management

Access the network 
admin console

Network 
authentication

Log in as adminAdmin account
Log in as userUser accounts

log in as a guest user

Guest user 
account(such as 
consultant)

Web 
Management

Access website from 
browserWeb site created
access shopping cart on 
websiteShopping cart

purchase a goodpurchase goods

purchase a servicePurchase service

Workstations
1 Windows 1 Red 
Hat

Authenticate as any 
user and access 
network as 
appropriate

Users can 
access/authenticat
e to network

Compose and send 
email to other user. 
Check that it is 
received.Users can email
Open browser to 
helpdesk, submit ticket 
successfully

Access to 
website/helpdesk

ie, access database
Access other 
services

Run various 
applications to assess 
functionality

Appropriate 
software to do 
work

Analytics
access information 
about network traffic

Network 
monitoring

Access information 
about device statusDevice monitoring
dashboard displaying 
informationDashboard

Backup and 
recovery 
solutions

Demonstrate backupDatabase is backup
Demonstrate restore

Change 
management

review change logChange log 
Vulnerability 
Assessment

Review the scan report
Run a vulnerability 
scan

Email
Access the email server admin 
interface

Email server 
setup

Create a new user. Test email 
account.

User accounts get 
email access

Database 
Management

Access database interfaceDatabase setup
Query database for list of 
goods and other queries

Query db re 
goods

Compose and send email to 
other user. Check that it is 
received.

users can email 
each other from 
within 
organization

Scripting
Script is run and behaves as 
intended

Automate admin 
tasks with python

Demo app
Use AI to develop 
a web appAI
Use local AI to 
assist with tasks 





Presentations from prior year









Peer Review
• The student showed they were prepared during group meetings
• The student was punctual to meetings
• The student was engaged during group meetings and discussions
• The student worked collaboratively within the team
• The student was able to com up with solutions to problems and 

challenges the team faced
• The student accepted and responded appropriately to criticism and 

feedback
• The student was able to communicate their ideas clearly
• Overall the student contributed to the progress and development of 

the team mission







Red Team/Orange Team Week



The Star Method







Testimonials

• “… at my job interview I explained what I did during the capstone. 
They hired me the next morning.”
• “… this really gave me the confidence I needed at my job interview. I 

did not feel like a poser.”



Who should apply and how to be successful

• Students toward the end of their 
course of study
• Students with time
• Self motivated and highly 

engaged
• Similar to a long form CCDC

• Professor/mentor
• Timezone
• Balanced skillset


