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How Often Have You Heard Employers Say…

We can’t hire 
cybersecurity workers!

We can’t afford 
cybersecurity workers!

We can’t keep 
cybersecurity workers!



…Followed by Students Saying…

I graduated and can’t 
find a job!

No one will hire me without 
a bachelor’s degree!

Employers say I need 
more experience!



The Cybersecurity Talent Pipeline 

is Broken



You Can’t Prepare Workers for Jobs You Know Nothing About
Lightcast Illuminates the Cybersecurity Job Market



Tracking the Workforce of Today and Tomorrow
Emsi Burning Glass Collects Workforce Data from Thousands of Sources Around the Globe

Regularly featured in:



Deciphering the Cybersecurity Job Market with CyberSeek.org

We can’t keep 
cybersecurity workers!



What Do the Data Tell Us About the Cybersecurity 
Workforce?



Cybersecurity Workforce Demand is

Large and 
Growing Rapidly >

Nearly
770,000 cyber job openings 

in the U.S. every year

Over 1.1 million 
existing cybersecurity workers

30% YoY growth
(2.4 times faster than all jobs)



But Supply 

Can’t Keep Up with Demand
Cybersecurity Worker Supply 

and Demand Ratio Cybersecurity jobs take

21% longer to fill
than other IT jobs

Cybersecurity jobs pay

10% higher salaries
than other IT jobs



The Cybersecurity Supply Shortage is Widespread
Cybersecurity Job Demand Outpaces Supply in All States Except Wyoming

Source: CyberSeek.org

Cybersecurity Supply/Demand Ratio 
by State



The Shortage Could Get Even Worse
2022 Is Smashing Cybersecurity Job Demand Records
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Every month through 
September this year was among 
the 10 largest months on record 
for cybersecurity job openings



Why is the Cybersecurity Talent Pipeline Broken?



We Are Facing a Demographic Drought in Cybersecurity and 
Beyond
Long-Term Talent Shortages Could Become the Norm

Declining Labor Force 
Participation

+
Declining Birth Rates and 

Immigration

=
Long-Term Talent 

Shortages 



Cyber Demand is Spreading Across Roles and Industries
And Every Role and Industry Has Unique Requirements
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Cybersecurity Skills Are Constantly Evolving
Emerging Skills Emphasize Building Secure Digital Infrastructure from the Ground Up



Proactive Cybersecurity Skills Are Among the Most 
Disruptive Skills in Tech



The Cybersecurity 
Career Ladder is

Missing A 
Rung

>

Employers request heightened 
education and experience levels, 

preventing new workers from 
entering the field



Certifications – Over-Requested and Undersupplied?
A Degree May Not Be Enough to Get a Foot in the Door

7,351

19,110

80,063

37,653

213,775

94,807

5,448

58,560

60,047

88,635

100,198

140,989

0 50,000 100,000 150,000 200,000 250,000

CIPP

CISM

GIAC

CISA

Security+

CISSP
Openings Requesting Certification

Certification Holders

There are over 45,000 more job 
openings requesting CISSP than 

there are CISSP certification 
holders in the entire country



We Don’t Have Four Years to Wait for New Graduates
Four-Year Cybersecurity Programs Can’t Keep Up with Demand, But Community Colleges Can
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How Do We Fix the Cybersecurity Talent Pipeline?



Shift Hiring and Training Focus to Skills – NOT Credentials

The Old Approach:

Hire and Train 
for Degrees and 

Certifications

The New Approach:

Hire and Train for 
Skills



Build Foundations for the Future
Make Cybersecurity a Foundational Skill for Everyone

In a 21st-centure digital 
economy, 

everyone needs 
digital security skills



Train for High-Value Skills
Arm Students with the Skills Employers Most Value…Not Just Degrees

Many emerging 
cybersecurity 

skills 

boost 
salaries by 
$10k-$15k+



Right-Size Job Requirements
Focus on Need-To-Haves Versus Nice-To-Haves

Removing a BA requirement
Saves $16,000 and grows 

entry-level candidate pool by 
61% 

Eliminating specific certification requirements
Drops average salary costs by  

$9,000

Building, not buying, emerging cybersecurity 
skills

Saves $10,000+ for each 
emerging skill 

Sample Cybersecurity Job Requirements



Grow and Advance Workers from Diverse Backgrounds with 
Reskilling Pathways
Example: Pathways into Cybersecurity Analyst



Find Others With Skin in the Game
Partner with Local Employers, Policymakers, and Training Providers to Build the Next Generation 
of Cybersecurity Workers

Educators Employers

Policymakers



The Bottom Line

The cybersecurity 
talent pipeline is 

broken

It was broken by 
rapid growth, 
evolving skill 

needs, and inflated 
credential 

requirements

We can fix the 
talent pipeline and 

grow the 
cybersecurity 

workforce with 
collaborative, skill-

based solutions



Questions?
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Learn More:


