CAE 2020 - Proposed Preparations Starting Guide

For the CAE2020 preparations, we recommend starting by making an Excel file with all the
requirements (all bullets “requirements” on the
“20200415_CAE2020 Proposed Designation Requirements.pdf criteria) under the PoS
categories as “CAE2020 Criteria Progress Report”. We created one worksheet for PoS1, one for
CAE, one for PoS2, another for PoS3, but the work should start with PoS1 since that is the first

submission.
NSA/DHS CAE-CDE 2020 - PoS Validation (PoS1)
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Also, use an institutional or departmental letterhead to draft a template for the Justification files.
Justification files should include details on what information is provided in each criteria, what
files are provided, what websites/webpages URLs are relevant for that criteria.
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Then, to make it easy and accessible to all working individuals, we set everything on our
OneDrive at the university - all can see it, and it's backed up regularly. Also, there is tracking.

We did folders based on the CAE2020 requirements:

CEC_CIIC_Cyberse... > Documents 2020_CAE_New > 1_PoS_Validation_MS_IA&Cy

|:L| MName Modified

_ 1. PoS Curriculum January 30
_ 2 Students January 30
__ 3. Faculty Members January 30
_ 4 Continuous Improvement January 30

Under, “1. PoS Curriculum”:

Modified By File Size

Yair Levy

Yair Levy

Yair Levy

Yair Levy

Documents 2020 _CAE_New > 1_PoS Validation_... > 1. PoS Curriculum

E Name Madified

__  la_Cybersecurity_PoS 5 days ago

__  lc_Courses Syllabi+Labs Yesterday at 9:57 AM
— 1d_Curriculum Map 5 days ago

__ le_KU alignment 5 days age

__ 1f_Graduate 5 days ago

Under “2. Students”:
Documents 2020_CAE_New > 1_PoS_Validation_...

E Mame Modified
__ 2a_StudentEnrollmentTranscripts b days ago
__ 2b_SampleStudentCertificate b days ago
__ 2c_StudentsWorkSamples March 26
__ 2d_StudentResearchPapers b days ago

2e_StudentsExtracurricularActivities b days ago

Maodified By File Size

Yair

Yair

Yair

Yair

Yair

Lewy

Lewy

Levy

Levy

Levy

» 2. Students

Modified By File Size

Yair

Yair

Yair

Yair

Yair

Lewvy

Lewy

Lewvy

Lewy

Lewvy
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Same for all other criteria. In each folder, place the relevant evidence files and a justification for
that criteria, example: for Criteria 1a: 1a_Justification.pdf

For the courses to KU alignment, make a separate Excel file and in it make these two worksheets
(See examples):

1. PoS1 KU Alignment Worksheet:

NSA/DHS CAE-CDE 2020: Courses to KUs Alignment

CAE Technical MS Degree: NSU Master of Science in Information Assurance & Cybersecurity (Technical)
NIST Mapping: Protect and Defend

Updated: May 5, 2020

Course Number/Name Course Descriptions Course Outcomes KU Alignment KU Outcomes Prof Teaching  Course Owner  LastTerm NextTerm Lab? Syllabuson
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Project o 4

KU Requirements for MS Pos - Ledger
CDE KUs)

Core Technical CDE Knowledge Units (S KUs)
Optional Kno Units (7KUs)

Thesis/Graduate Equivalent (IE) (7KUs mapped to 1IE)

2. PoS1 Curriculum Map Worksheet:

NSA/DHS CAE-CDE 2020: Curriculum Map and Plan

CAE Technical MS Degree: NSU Master of Science in Information Assurance & Cybersecurity (Technical)
NIST Mapping: Protect and Defend
Updated: March 25, 2020

A graduate with an M.S. in Information Assurance &
Cybersecurity will have the ability to:

.|Describe the primary types of access control and the
potential applications of each type LO1_A1 LO1_A2

~

.|Demonstrate an understanding of the fundamental
concepts, technologies, and challenges of Loz2_a1 L02_A2
telecommunications and network security
Demonstrate an understanding of the key concepts of
information security governance and risk
management, including current best practices in
business continuity and disaster recovery planning
.|Describe the components of effective security
architecture and the various security models that can LO4_Al1 LO4_A2
be usedin the design of secure architectures
5.|Possess an understanding of the major eryptographic
algorithms used in information security and how each
can be effectively integrated into a secure information
linfrastructure
.|Understand the common techniques to achieve
effective physical security of protected information LO6_A1 LO6_A2
systems
Al and A2 indicate the courses in which each Program-Level Learning Outcome is: formally assessed via Indicator 1 (A1) and formally assessed via Indicator 2 (A2).

w

L03_A1 L03_A2

IS

L05_A1 | LO5_A2

[

* - Courses not in the KU alignment
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